Script Guideline for Internal Controls and COI Training

Slide 2: We have had a number of issues arise in our legacy institutions over the last few months, so we wanted to do some training to help folks develop the right approach in running their offices to help prevent cases of fraud, repeated errors, etc.    We often talk of internal controls, but as we have discovered in the past, not everyone really understands what that means.  Today we will talk about what internal controls are, how we implement them properly.  After that, we’ll touch a little on a related topic, COI, which seems to cause a lot of confusion for staff and thus creates difficult situations.
So, we’ll start today with a wikipedia definition of internal controls.  While this definition is a bit long and cumbersome, it does address the important aspects and value of internal controls.
Slide 3 -  In working with folks in the field offices, I often get the feeling that controls are viewed as a necessary evil to appease the DC Office and auditors.  So, the key things to note here are that the purpose of internal controls is to enable the organization to achieve its goals, and that the senior management of each Foundation is responsible for internal controls;   It is the management  (sometimes with feedback from the Board) who designs the internal controls of your organization.  (In some of your cases, the internal controls were largely designed by or with very close consultation from DC.) 
 I hope that after this training you will revisit your own internal controls to determine whether there you need to make modifications to  make your controls more effective for your organization and to enable you to take full ownership of them.   As you do that, you will need to decide how to carry out the activities in order to accomplish the programmatic goals, maintain the reputation of the organization, and ensure that donor requirements and expectations are met.  You can and should modify those controls as needed when you discover they are ineffective, inadequate, or unnecessary.   As your organizational chart changes, your activities change, or when you have new donor requirements, you will need to assess whether your existing controls are still relevant and adequate.
Internal controls should help you focus your efforts, ensure integrity in your transactions and not be so cumbersome that they inhibit the effective achievement of your goals.  I would strongly recommend that as you make changes, you make sure that you have a clear understanding of the purpose of the control before changing or eliminating it – if you are not sure of the purpose of the control, you may want to consult with your EF grant manager or auditor before making major changes.  
As you present this training to your staff, it is critical that you communicate to them the value that you place on internal controls and your expectation of their compliance and involvement in their implementation.

Slide 4:  The internal controls are the guide used by staff and management to direct their actions.   They make clear to all members of the staff and Board what should be done, by whom, in what time frame etc.  The controls should be set up so that there is the maximum possibility of preventing individuals from exploiting the systems and the maximum possibility of discovery of those who attempt to do so.
Slide 5:   Effective internal controls are also important to your managers as you try to assess your programs and your financial situation.  They are also important to those outside the organization who rely on us to effectively support their programs and to ensure the integrity of funds they contribute.    For many years EF has been attractive to donors and grantees alike because of the strict attention to and high value placed upon internal controls at its offices.  I can’t tell you how many grantees over the years have told me how much they like EF’s strict but clear rules and the detailed forms that we use.   They often tell me that they use EF’s forms for tracking and reporting on grants from other donors who do not provide such useful systems.
Slide 6:  Ensuring that internal controls are properly designed and implemented is critical to the smooth functioning of the organization, to maintaining a good reputation and high level of respect in the community, and to reassuring our donors that not only can we implement the programs they want, but also we can do it effectively, with a high level of integrity and that we can provide full reports on which they can rely. 
Slide 7:  Internal Controls as we know them:

In your offices, internal controls are codified in the policies and procedures.  As you know this is a comprehensive document that outlines how to conduct grant making efforts from award and monitoring to closure; how to handle financial transactions, reporting requirements, how to handle procurement transactions, etc.    The manuals are a bit thick and they aren’t particularly fun or easy reading, but understanding them and adhering to them is absolutely critical to the success of your office.  
 If there are issues raised in your audit reports, there are allegations about staff conduct in your office or you’re getting questions from your donors about your effectiveness and reliability in implementing their programs, then you need to revisit your policies and procedures and assess whether or not you are properly implementing them or whether they are still fully relevant or adequate to managing your activities.   – There may still be questions from the auditors or an allegation about your staff, but it will make responding to them MUCH easier if you have effective, properly implemented controls.
Management oversight which is guided by the policies and procedures is absolutely key to ensuring that the policies and procedures are actually put into practice in the offices.  All staff will take their cues from top management.  I will repeat, it is critical that you make it clear to your staff that you understand and support the policies and procedures, and that you expect their full compliance with them.
External review:  While this is not technically an “internal” function, conducting these reviews is part of our internal control process and the requirements for this type of review is outlined in the policies and procedures. These reviews are an opportunity to assess and improve your controls.
Slide 8: The policies and procedures outline each step for conducting the many and varied transactions and activities carried out by our offices.   They are drafted with careful thought to be inclusive of everything that staff will need to do.  While we try to make them as comprehensive as possible, there is no substitute for exercising good judgment.   It is critical that your staff understand why we have these procedures and why they are structured in the way that they are.  This not only will encourage staff to implement them properly, but it can also help them to use make good decisions (use good judgment) in how to address situations that may not be clearly covered in the policies and procedures. EXAMPLE (driver log-directors review) {Under old EF procedures, there was a requirement that before submitting the monthly financial reports, the directors should review the full report of detailed transactions for the period.   I can’t tell you how many people complained that this wasn’t necessary because the director had approved all of the transactions throughout the month.   I explained it this way,   we had a case where a driver submitted his log for the month, the director approved it, and the driver took the log to the accountant for payment.  On his way down the hall, he added a ‘0’ to the number of kilometers and instead of 200 he claimed 2000 km and was duly paid by the accountant.  When the director was reviewing the monthly report, he immediately noticed that the amount paid to the driver was significantly more than it should have been. –  The problem was quickly caught and addressed. } 
 As we mentioned earlier, senior management should work with staff to determine when it is appropriate to add to the policies and procedures or to make modifications based on changes in circumstances or new types of transactions.  In the example I just gave, the staff redesigned the driver logs and created specific procedures for transmitting them from the approving official to the accountant.
The policies and procedures outline who is responsible for each step in the processes.  This is critical to ensuring that staff understand their responsibilities and that important part of the process are not overlooked or deliberately skipped.  It is important to ensure that staff are not able to take advantage of loop holes in the policies or the failure of the office managers to fully implement them.   Following the procedures is also very important to protecting staff.  If staff regularly adhere to proper segregations of duties, it is much easier to defend a staff person against allegations of impropriety.   (EXAMPLE – how it helps protect staff against allegations of kickbacks) [in the grant procedures we outline who should receive and log-in proposals, how they are assigned, how they are reviewed, decisions to reject, ask more questions or proceed with award are clearly documented, plans for competitions are clearly documented, grants are reviewed by multiple individuals each having the opportunity to raise concerns and ask questions, all of whom must sign their concurrence on an award.   When I have investigated accusations of fraud, I found that where all procedures are followed, it is usually relatively simple to make a case that the allegations are unfounded.   However, in cases where policies and procedures aren’t followed and/or where certain staff are able to intimidate or dominate other staff, we often find that there was a problem or we are not able to make a strong enough case to be able to allow the staff person to remain in the job. 
Your reputation in the communities in which you work and with your donors requires the highest possible levels of integrity, transparency and ensuring that you are using the donor funds in the most cost effective manner.   Many of you work in regions where corruption is common and people are suspicions.   The greater the level of transparency you can achieve the more respect you will have in the community.

All of these efforts noted above will be for not, if the senior level managers do not set the right tone at the top.   If management is perceived to be indifferent or ignorant to the adherence to the policies and procedures staff will not take them seriously, or even worse may seek to exploit the failure in oversight.  It cannot be overstated how important it is to set the right tone at the top.  I have been reviewing and observing the activities in the regional offices for years.  It was evident to me that in those offices where management took internal controls very seriously, where staff knew the policies and procedures, understood that they would be accountable for meeting their duties under them, we saw very few problems.   For those offices where management was not requiring strict adherence to procedures or worse yet was unaware of some requirements, we had countless issues arise not the least of which were multiple allegations of fraud.   (EXAMPLE: poor oversight)  The worst case of fraud ever found at EF about 10 years ago – before EF became truly focused on its internal controls.   The grant manager was fabricating grantees and directing grant money to personal/relative accounts all over the world.   The managers signing off on the grant agreements and wire transfers were clearly not reviewing what they were signing very carefully. They were not reviewing grant files as they signed off on payments.  The accountants were making payments on documents where banking information and grantee names were whited out after signature.  Because nobody was enforcing the internal controls this continued until one of the grant managers involved blew the whistle.
Slide 9:  Again, I cannot overstate how important management oversight is.  I understand that you have many responsibilities for carrying out your programs, ensuring sustainability and steady funding, but you will not be able to focus on any of those things successfully if you have an office that is dysfunctional or mired in allegations and suspicion due to failures of the internal controls.
Management is responsible for reviewing and approving key transactions in the office. Staff will notice whether you review things carefully or just sign off.  Their conduct will be affected by their perceptions of your level of engagement.  There is a tendency of managers who are very busy to just sign to get things done, or to trust in their staff.   This is an abrogation of one of their key responsibilities.  Trust but verify.  EXAMPLE: Back to the situation I mentioned a few minutes ago.  One of the contributing factors to this massive fraud was that management both locally in the field office and at the DC level placed all of its emphasis on getting the grant dollars out the door and little to no emphasis on the proper management and integrity of the funds. In other words, nobody was paying attention as long as grants were being made!!   As a result, EF’s grant from USAID was temporarily suspended and this failure in oversight almost caused the end of the Foundation.   It was at this time that EF performed a major overhaul of its internal controls and they have taken on a much greater importance ever since.
It is management’s responsibility to make sure they are familiar with the policies and procedures and to seek additional training with those things they are not clear on.  It is management’s responsibility to make sure that all staff are properly trained and that training is on-going.   

Slide 10:  One key way to know whether or not there are weaknesses in your controls, or in their implementation or if your staff is in need of additional training is the external reviews. The best way to learn about these weaknesses is through an internal audit.   This is a review and reporting on your internal control performance that is meant only for you and your Board.  This report is very critical to making good management decisions about upgrading your policies and procedures and their implementation.

External audits will also help you to detect weaknesses.  These reports can be very useful as they offer a perspective of what is done at other organizations and can help you to improve or streamline your controls.  Auditors can be very valuable allies and partners in ensuring that you have the effective internal controls.
Evaluations are usually more program focused, but as some of the program staff have been hearing from donors, there is increasing concerns from them about “how” programs are being implemented and some of them are starting to press for evaluation questions that are very similar to those that internal auditors would ask.   Evaluations – especially  those that you  do of your own programs can help you understand the perceptions of your office.  They can identify those places where our partners in the community including the recipients of our support, see weaknesses in the process or areas that lack transparency to others.
Slide 11:  Even if you have excellent policies and procedures they are only as good as their implementation.  Your staff cannot implement procedures that they don’t know or don’t understand.   If each person is not properly and thoroughly carrying out his/her responsibilities even if it is from ignorance, then your entire control structure is at risk.
If management doesn’t seem to value the internal controls or worse deliberately instructs staff not to follow them or to circumvent them, this creates suspicion of the manager’s intentions, and it let’s staff know that breaking the rules is acceptable or at least not likely to be noticed or acted upon.   Make sure you staff have a place to go if they think their manager is trying to override the policies and procedures.
Assets need to be properly secured. This means proper security of the office premises and equipment,  procedures for removing equipment from the premises and for inventorying and accounting for equipment on a regular basis. This means cash locked up in a safe and/or deposited in the bank in a timely manner.  It means that access to that safe truly is limited.  (EXAMPLE: cash stolen from safe that was locked but the key was kept under the Office manager’s keyboard and all staff knew it was there and could access it at anytime.)
It is also important to not allow staff to violate the intentions of the policies and procedures by circumventing them.   Breaking a procurement down into smaller pieces to avoid hitting a higher level of required competition or breaking down a cash transaction for $250 to 3 transactions under $100 so the office manager can approve without having to bother the ED is a violation of the intention of the policies and procedures and a threat to your internal controls. 
It is also important that staff understand conflicts of interest and their responsibility to disclose and recuse themselves from them.   We’ll talk in more detail about that later.
Slide 12: If you want to avoid audit findings and allegations, and run a truly effective organization, then the best ways to do this are :

Set the right tone at the top.   Let them know that you value the internal controls and that you expect their full compliance with them.  Make sure that you know the policies and procedures and that you care that they do too.   -- Also, make sure that your staff understand that they can come to you with full truth of a situation and that you don’t expect them to just give you the answers that you want to hear.   It is perfectly acceptable to ask staff to offer solutions for problems, but to expect them to find ways around inconvenient facts of a situation will only lead to trouble in the long run.

Ensure that all staff (including you) has proper and adequate training on the policies and procedures.  In those cases where it becomes evident that a staff person does not have a full understanding, insure that this situation is corrected.

Use the findings provided in your internal and external audits as a chance to review and revisit your current practices, and to gauge the knowledge and abilities of your staff.   By staying on top of these things you can save yourself a lot of unpleasantness in the future.

Questions on internal controls before we move on to COI?

Slide 13 Conflict of interest – this is a short introduction.   If this is a major concern for your foundation, I do have  a COI training program that is more detailed and includes a number of case studies for helping staff learn how to handle COI situations.
Slide 14: A Conflict of interest is a situation where a person cannot be relied upon to make a sound and unbiased decision. For example, your sister/brother etc. is director of the grantee organization.
Exploit professional position – i.e. Board member who pushes to have a grant awarded to another organization on which he/she serves on the Board or has other interests.  
Slide 15:  Here are some potential conflicts of interest, I list these because some of them may not readily appear to everyone to be conflicts of interest, but all of these have been brought to my attention by Inspectors General as possible COI.

Keep in mind the word “Potential”.  This is what makes COI so confusing and difficult.   If you were to ask me if each of these would be conflicts of interest, my answer would almost always be “it depends”.    Judgment and transparency are the 2 key elements to dealing with COI.  As I mentioned, I have a full separate training on COI which addresses these problems.  
Slide 16:  The most important message you can give to your staff about COI is “if there is any question about conflict of interest – disclose it, even if it seems remote.   If there is a memo to the file for the grant, vendor purchase, rental agreement, etc. that states that a potential conflict of interest was disclosed and considered, it could save you a huge headache or embarrassment later.    

Once the possible conflict is disclosed an appropriate team (director, deputy director, VP, CFO, Program officers, etc) is collected to review the potential conflict: they should consider the details of the situation, how the “conflict” is likely or not likely to have any effect and then determine the appropriate course of action:  move forward, recusal, rejection.   The decision should include consideration of the perceptions of the situations to outsiders.   
Once a decision is reached, it is absolutely critical that it be documented in a memo, signed by the decision makers, and kept in an appropriate file – regret, grant file, vendor file, etc.  where it can easily be accessed to respond to future questions.
Are there any questions on this?

